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Minecraft is played by millions of children arcund
the world, who can use theirimagination to build
three-dimensional worlds with virtual building
blocks in a digital, pixelated landscape. it is classed
as a sandbox game which means players have the
freedom to build their own creations with ‘blocks’
they coltect and also have the opportunity to
expiore other people’s creations with their
characters Players can choase from thousands of
different ‘servers'to join, which are created by
other players, making every experience of
Minecralt unigue.

Minecraft has
approximately

users each
month
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GROOMING
The ma,éa»sit{@f’ users who play Minecraft are
children, making it an ‘appealing’ gateway for
roomers. It has been reported that some users
ave created worlds in Minecraft to lure young
people into a conversation te ask for explicit
photos. There have even been more serious cases
in which children have been persuaded to meet
these peoplein real life.

CYBERBULLYING & GRIEFING

In muitiplayer mode, there is a live chat feature
which alfows players to talk to other players
through text. The chat functionality includes basic
filtering to biock out external finks and offensive
language being shared, but this varies between
each server. Griefing is when someone purposely
upsets another player during the game. This can
be done by ruining somebody’s creation or
generally doing something to spoil gameplay for
another, Essentially, ‘Griefing’is a form of

cyberbullying and can be extremely frustrating for

players.

DISABLE OR MODERATE CHAT

To avoid potentially inappropriate comments in a
live chat, you can follow these steps to turn live
chat off: 1. Select ‘Options’ 2. Toggle the Chat
button to ‘Hidden’ or ‘Commands Only’ Bear in
mind that the chat feature is also where your child
can enter commands during the game, so this may
limit their game play.

MONITOR YOUTUBE TUTORIALS

Many Minecraft users turn to YouTube for video
tips on improving their gameplay and discovering
new techniques. Although many videos are
age-appropriate, some include sexual references
and bad language. We suggest watching Minecraft
tutorial videos together with your child. If your
child is under the age of 13, we suggestinstalling
‘YouTube Kids’ which provides a safer platform for
children to find the content they want, safely.

Sources: 2
bttps//minecraftnet/en-us/article/minccraft-multiptayer-server-safety
httpuip info.org/ ing-safe minecraft

https/iwww bbe coukinew ~wales-38283216
hnps:’!mppm!‘:box,com‘-’en«GB?xbox-aﬁemecurily/c.}nnor—:hange-myﬁriva

https:ilifehacker.c parent-s-quide-to-playing raft-with

COMMUNICATING WITH
STRANGERS

There are thousands of servers to choose from
in Minecraft which are a single world or place

i created by the public, allowing users to play the

game online or via a local area network with
others. No two servers are the same and each

. server hasits own individual plug-ins which are
controlled by the creator. This means that some

servers will allow communication with
strangers.

VIRUSES & MALWARE
FROM MODS

There are several websites that offer
downloadable ‘mods’ which modify gameplay

" ina number of different ways. Most of the mods »

will be safe to use, but as they have been
created by the public, they will often contain
viruses that can infect your child’s device and
potentially try and find personal information
from you or your child.

SCAN‘MODS’' FOR MALWARE
Minecraft ‘mods’add content to games to give
more options to interact and change the way the
game looks and feels. But while ‘mods’ can bring
fun for a child, it's important to consider that
downloading and instailing ‘mods’ could
potentially infect their device with a virus or
malware. In 2017, security company Symantec said
that between 600,000 and 2.5 million Minecraft
players had installed dodgy apps, which hijacked
player’s devices and used them to power an
advertising botnet. Install a malware scanner on
every device that your child plays Minecraft on,
and make sure it's up-to-date.

PLAY IN ‘CREATIVE’ OR
‘PEACEFUL' MODE

Even though the age limitis 10+, Minecraft can be
quite overwhelming at times, especially for
younger players or SEND children. We suggest
limiting your child to play in‘creative mode’ or
‘peaceful mode’ which takes away the survival
element and removes the ‘scarier' monster/zombie
characters.

hitpsiiwww.mirtor.co.uk/tech/ney
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AGE RESTRICTION &
‘FANTASY VIOLENCE’

According to the ESRB ‘Entertaining Software |
Rating Board; Minecraft is suitable for users
aged 10+. Due to its ‘Fantasy Vicolence! the
ESRB states that the rating has been given as
‘players can engage in viclent acts such as
lighting animals on fire and harming animals
with weapons. Mild explosions are
occasionally heard as players use dynamite
to fend off creatures and mine the
environment.”

CHILDREN MAY BECOME
ADDICTED

As with other games, Minecraft is a game
where players can keep returning, with
constant challenges and personal goaisto *
achieve. Children may find it difficult to know
when to stop playing, becoming absorbed in
the game and losing track of time.

SET TIME LIMITS

With ‘Gaming Disorder’ becoming an official health
condition, we suggest setting a reasonable time limit
when playing Minecraft. Parents can use parental
controls on devices to limit the time a child is playing
games. Itis worth having a conversation with your
child to understand what ‘mode’ they are playing on
the game. This may help you decide on how much
time you would like them to spend playing on it. For
example, a mini game will have an ‘end’ but this will
depend on how long the game creator has made the
game last. In‘survival mode; the game has no end as
there is no goal to be achieved other than the child's
own e.g. after they have built something.

CHOOSE SERVERS CAREFULLY

Advise your child to only enter servers with
people they know and trust to protect them from
engaging in conversation with strangers. Your
child can also create their own multi-player server
and share this with their friends to join in which is
safer and more controlled than joining a
stranger’s server.

P =

ds-caution-11251242 =
3 s

https:/iveww.mirrorcouk/ i dophi g
2 A

g9 1023355+

d

httpsi//iminecraftoys.com/i for-kid

LA

<y

ings1
your-hids-1788022798 https:/www.h

https:/iieak 4-fat family
k.com/289985how-to-set-up 1

2 7 L b4
y-minecraft-servers/
§ K
¥

i th-f:

play ds/hitp:/. orm/chat-setting]

THIS IS AN INDEPENDENT ONLINE SAFETY GUIDE AND IS NOT AN OFFICIAL MINECRAFT PRODUCT. THIS GUIDE HAS NOT BEEN APPROVED BY NORISIT ASSCCIATED WITH MOJANG

www.nationalonlinesafety.com

2 National Online Sofely Lid




Social medig 5 really fun
andi
| alf my fave thingg vith vy ;m&s‘g’é’;ﬂ
SUTE 0 kaep safe when onfin 4. orhinesateyy

?h;spﬂeﬂgn eéh wh tweets arhs: sl;mmd on Tmttrrfz wg: M EMES NORMAL’S! NG RAC‘SM
unbebsvably fast meanmng that fake news can often
statki N it circudated across the platform very quis kly. Fake news ‘SEX'SM AND HOMQPHOB A
P i it e articies and posts can often be harmful and upsetting to Tult t@;m 2 popular ?!Q"l*i‘?& for mvr'm;; lrx‘t:;m»! marees helpimg te
SDIRBAG SE baate young people and those asspciated with the fake news. In e edely il i kg bt e H”:“';'h
ald be addition 1o this, it's very easy for people to quickiy and hude ¢ i Sy % ‘ﬁ ’,’ ’““,,:;l;,
unexpectediy retweet 3 twaet posted by your chitd typically cant ay a antant 1s £antrubin gt th:
normsiisation of topics includmg racsm, sexisim and bomophotsa

P maaning thers 1s no guing back
PROPAGANDA, EXTREMISM &

HIJACKED HASHTAGS o RAD!CA&SAHON

Goe of the most ¢ ommuonly used aspects of Toortter & the
hasht £, - these aliow us
specihc trends tepics nr subjects
astrenomical number of Twitter B e
can have different intentions One wru»mz;Uaa ol ike - thea inits 1}”71!,'\:—\1»4\"

sgemingly innocent hashtag an H’n fore ¢ mkr\ Yok 2
L asiaals EVERYONE HAS ACCESS

hundreds of pec
strmethir »ry INag

sha ;:(H‘TL»'—; #id
tweets nuﬁ;!s mm\,vmuw rn x will he sepr )s\,a

¢ W0
i Top Tlps for Parentsy >

Helote @ thewe
tRtwert 1t of past 0 an

mscx ACCOUNT SETTINGS ? i
sheck your child |4 : i T Seconds: i
HERSTIEISNSTGE RN R
“&2”:":"""“ 3 Wﬂz‘ [l 4 iy Statarments o m(GMNSn:ggms 3 !utuuu!! mﬁmmewa; Wﬂ)‘;{ rat; w aumm&
IDREEE | 63 Before

O WATIS o view w

TWITTERTROLLS & THELAW TURN OFF VIDEO AUTOPLAY

X 1 §r.

postad. o
cwﬂmﬁﬁ&:mmwmmmwm: m : mm .x:::‘:ﬁ“;smpt:m;?;&‘ﬁdkmg : CQNVERSATiON&

HISCUNGReErORTING | | SHETIVECONTENT MONITORING
% caiting mt, gounncww _ u“m’;mﬁ’&gfuwmgﬁ& G::::f{;‘“’ | ; mmmxwm"?“ eﬂw:&t i g&“::‘
ﬁmmwmg,m?m&nmwmmmmgww«m | umiﬁ%mmnhmmapug’ngiowkwkw LThisgivess | | hm;g:mimr& mrw: airnbmwnga‘g:ntmm
| Before vour child sees them tnfortunstery, g il : ykw;Wmﬁmﬂm émxﬁymwm msam

'Baecrnbmwbeshmnxanmmd 5o |
it Ywitter | theda
he:mnh:! mimias

ﬂg e mue f&?&.{q y&v :ﬁg tnC ngﬂzgg umxs Y m““’:’y““ the mm‘u"g%x‘w i t they deem it : ‘m’ m&w £a11 10 80 prévent them.
mun;yunr:hﬂd wiltstop ganting wﬂm aub’:u & sumcuhr
S, BUSE.  MUTEHASHTAGS & PHRASES | puse .@‘féﬁgﬁﬁ%ﬁff?&m‘m@&t

us‘ehfuim\ey;'? friands with i a‘s&tebnt mtuakyhkewhm
#y share. The other user will notiknow that they have heen | i
banned, | Wﬁh&hﬂse sem»g.s. anhznthcibb toblockcertain | | mamntimelne that only include

hukugs s timaline or | | eyt foil Hased on topics and interests.

oF phrases frons your
mmmns {e.g swear wonis, mppmpnme phrases, emoils,

—

SOURCES: iy - tancon accounts | httes /i helg com/en/safety e lcation SEes i mobile ;
: 3 70S S it o Kl SRt & .0\

.

y NthOﬂGI Awhole school community approach to online safety
Online  www.nationalonlinesafety.com

S Qfety Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061




' 9
o

Kik {or Kik M, er
people woﬂdwi&

videos, GIFs and webpa

is unusual in that

and then find and message other people via just t
Kikisaimed atanyone aged 13 yeafa(}x;’éiidei ~the
between 13 an

does not verify ages.

Kilk

is a free messaging app used by 300 million
it fets users esichange messages, photos,
via a Wi-Fi connection or data plan. Kik
ur child can sign up withouta ghone number
eir username. | L
app saysteens ¥
18 years old will need parental permissionbutit |

Whettpareris need fo know chorg
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CHILD SEXUAL EXPLOITATION &
GROOMING

Palice in the UK have warned that Kik has fratured in more than
1 100 child saxual abuse cases in the fast five years’' and that
chifdren are at sk’ on the app. Offences involving the app intiude
child sexual sxploit. 2 g, and image Kik has

also baen identified by LIS police as being used by sex predators.
and they say it is responsibie for several recent incidents invelving
children, including the murder of a 13-year-old girt by aman she
met via Kik,

FAKE OR ANONYMOUS PROFILES

What makes Kik unigue to most other private mnessaging apps 15 the
fact that it dossn't remuure a phone number as it works through Wi-Fi
instead. By using a username, your child can avoid sharing personal

mformation with others oo Kik. but on the flipride. thic makes it far
sasier for people 1O 1eMaln SNORYMOUS OF 10 LATe & fake persona

SEXUAL PREDATORS

Some people may use Kik with the intention of targeting children,
Typically, thic iz asubtieand a p iy of =
wit mitially portray themselvas as a friand who ‘undesstands 3
child. Thay may also lie about their age and it's possibie that vour
thild could be manipulated by a stranger into downg regrettahie oy
itlegal activities, and maybe sven migeting them in real fife,

e
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CHOOSING A USERNAME

When setfing up a Kik account. ensure that your child knows the
importance of a secure ame and why it shouldn't contain
ANY clues as to who they are in reat life - esimieﬂy their first or
iastname. Getthem to (¥IDOSE 2 username that Is hard to quess,
using a combination of letters and numbers.

SHARING USERNAMES

Explain to your child that sharing usernames on social media
channels, such as Twitter, instagram or Facehook, will make it
visible to people they might not know - and they'li be abla to
messags rour <hild. tf your Thild joins a group, anyone within that
group will be able to see their username. Your teen will have a Kik
Cade that's unigue to them and lets your child connect with
anyone that scans the unigue code: entourage your chifd notto
shave their Kik Code with anyone they don't trust.

DEACTIVATING ACCOUNTS

N{mr child 1s under 13, you can submit a deactivation request to
k by emailing supportakik.com. Use the subject line Farent
inguiry” and includa your child's Kik username and age in your
message. i your child is over 13 and you want to ciose their
account. you will need access to the email address registered to
thelr account befare you visit htips:iiws kik com/desciivate

FIND GENUINE FRIENDS

The Kik app includes an optional feature that your child can turn
on ta help find real friends on Kik. The feature works by checking
for accounts in Kik that match an email address or phone number
stored in contacts {on a smartphonel. if the app finds a match, it
will notify both your child and their friend with a Kik message

National
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JOINING PUBLIC GROUPS

As saon as Kik is downloaded, your child can join public groups ta
chat with up 1o 4% athers about anything from music to sports to
travelby searching for topis they are interested In However,

groups can include inkppropriate names and content There are atso

Private aroups on Kik that can be ioined by scanning a aroup Kik
tode or if they re added by someone on theie contact hist.

SEXTING

Gue to the general ease of sharng
photos and videos, sexting has
heen reported on the app. These
massages can be screen-captured
of copied at the press of a button,
which couid lead to further
dangers, such as blackmail and
cyberbuliving. it i sliagal to make,
possess, download, store and share
sexusi images, photos and videos
of & personunder the age of 18.
This alse includes any sexual
imadges, photos and videos that a
thild may have taken of
themselves.

SHOW HOW TO BLOCK & REPORT

Teach your child how to biock and report users on the app. Kik's
‘block’ feature lets users block all contactwith another user,
without revealing ta the other user that they've been blocked
The blocked user's name will no 50“5?! Bppear in cantacts in Kik.
Your chiid can also report a group it they think it's offensive or
being used for abuse. Some users of Kik have reported that they
receive ify explicit, aut: L] a over the app - this
is when automated spam bots have been (reated to distribute
explicit images and texts using the service. Your child can use the
‘Beport’ feature to repart spam. Once reported, there is the
oplion to keep or remave the chat from the conversation list. if
conversations are saved. Kik will automaticaily block the spam
aucount but save the chat history.

DONTTALKTO STRANGERS

i yaur child knows not 1o talk to anyone they don't know i real

lite, the risks of using Kik are drasticaily lowerad. Alternatively, if

any stranger happens to send your child a3 message, teach them
to ignore it

COMMUNICATION IS KEY

f your child sees someathing disturbing, pornographic, deviant or
atherwise tioubling, they may be !eg confused and in need of
samebody to explain it to them. As such, tell your child that vou
are aiways there to help them if they need it. and if they start
acting differently to normal, calmly ask them why.

.
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KIK'BOTS
Users ean add ‘bots to their friends bist and communicate with
them on the app. ‘Bots are aut: d softwars prog Built
o the app that mimic conversation - developers, hrands snd Kik
<an create 'Bots' to communicate with any Kik user who has opted
to start a converiation with them. Kik has been astociated with
‘pornbots andspambots, which try to fure users into clicking on
iinks or p bisites by using sug ge and often personalised
Messates

VIDEO CHAT

Your chitd can take part in 2 lve videa chat with their friends in a
one-1o-one chat, of witfi op to sex friends at a time in 2 private
aroup chat. There is the danger that conversations can be
recorded and shared without their knowiedge, and with five vides
conversations, your child is at risk of seaing or hearing content
that is inappropriate sexual ot violent

PERSONAL OR
COMPROMISING USERNAMES

As Kik works with usernames and not ghone numbers. some
peaple may search for clues 85 ta who someans is in rest iife,
based on their name. For example, if vowr child uses thew reat
name or g simdar. st Lol jally fnd out
their identity and even start looking for them on other social

media platiorms

@ ..

AVOIDING UNEXPECTED IMAGES

Kik censors images from strangers to limit lewd cantent being
shared by surprise, The app wilt blur ali photos in messages when
users who have never interacted before contact each other for the

first time. Users can only share unblurred images after they have
both approved sach other

USINGAVALIDEMAIL

According to Kik, it is really important for users to provide a vatid
and accessible email address when fegistering their account. This
will help to make sure your child is able to recerve umportant
emails from the service. such as a fink to reset their passward,

when they need them

MUTING OR LEAVING A CHAT

H someone has said something énaﬁpmpriﬂte to your child
through Video Chat, they can mute the user or leave the Video
Chat. Tap on the person's Video Chat bubble and a mute icon will
appear. When a child mutes themselves, their microphone will be
disabled and nobody efse in the chat will be able to hear them,

I new message
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L« WhatsApp is one of the most popular messaging apps in = More thay w:;*’"ls to1ag
the world, with more than 1.5 billion pecple in more than e Come
180 countries using it to send and receive text, photos
videos and documents, as well as make voice and video
calis through an internet or Wi Fi cannection. The free app
offers end to-end encryption, which means that messages
canonly be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not
even WhatsApp canread them.
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( CONNECTING WITH STRANGERS )
AGE L;M”‘ CHANGE FAKE NEWS AND HOAXES To start a chat in WhatsApp, you need to know the mobile |
Since May 2018, the minimum age for using WhatsAnp is 16 WhatsApp has been linked to enabling the spread of number of the contact you wg;w: to speak to and tt;ey eomnecd
years old i€ you live in the European Union, including the UK. dangerous viral rumours. In india, for exampie, a pumber of tohave the app downloaded, WhatsApp can find contacts b;
Prior to this, the minimum age was 13, which still applies for attacks appear to have been sparked by false rumaours shared accessing the address book‘ef a device and recognising which
the rest of the world. WhatsApp has not yet stated whother it onWhatsApp, of those contacts are using WhatsApp. If your cgﬁd hasgshared
will take action against anyone aged between 13 and 16 who 1 . : z o i
already hold accounts under tha old terms and conditions, % THE ‘ONLY ADMIN FEATURE Hemonts nmbel Wit s Bedy theydontine i

5 7 tse itto getin touch via WhatsApp,
stich as closing their account of seeking parental PErmission. g i

AND CYBERBULLYING . LIVE LOCATION SHARING !
Cyberbullying is the act of sending threatening or taunting B D
SCAM MESSAGES : i : = | WhatsApp’s ‘Live Location’ feature enables users to share their
text messages, voice messages, pictures and videos, with the i !
Occastonally on WhatsApp, people receive spam messages 3tm 6 hurt and humiliate the recaiver. The group chat and current tocation in real time to their contacts in a chat, aliowing
from unauthorised third parties or from fraudsters group video call features are great for muttiple peaple to chat friends to show their movements. The feature, which can be

pratendingto offer prizes to ‘lucky people; Encouraging

simtitariecusly, but there is the potential for peaple to hurt foundby pressing the attach’ button, is described by WhatsApo
fetipients o click on a link to win a prize. A common scam

others with their comments or jokes. The ‘only admin’ feature as a“simple and secure way to let people know where A e

involves messages warning recipients that their WhatsApp gives the admin of a group chat areater contraf over who can LO(BS'U?';“_G'"\SQ is 5":63'51‘%6 CO!;;!HOH f:—;im!e br;n ::t;;er social
subsc{cpnon ha; cun out_wdh the hope u}at people are send messages. Whilst this can be good far on e-way ?P;:‘s. gl t:‘ ing 'fnaipc a%; S na!;:' fap ian - ac;* I} 7 essel;tger
duped into praviding their payment details. Other =ealn announcements, the grotp admin has the power to block o8 ca'; ;a mitadd ‘: 0t ;? d' 2o e hanes t;’“’w . fy
messages include instructions to forward the message in somebody from responding to an offensive messade in 3 chat, ey de‘ otever, ’hym" .c" ;3 i a_gwuh;} & !‘“ paupte
!nmm for a reward or gift from WhatsApp or another P"“"‘L)\whi(h could resultin a child being upset and unable to reply, }\ they do not know, they will be exposing their location,

\ x / Safety
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Even though somebady would need your child’s phone number | £d¥ise your ghi?d Aot to tap, share or forward any message that DELETE ACClDENTAL
to add t.hem 35 & CONRACE, 3L an exitra security measure we {00&5 5",'““6'““5 oF sounds too good to be true. When i M ES SAG ES
suggest altering their profle settings to control who can ses | il Feceives a message from an unknown number for the first Ifyour child has sent a message to the wrong chat
their profile photo and status. The aptions to choose from are time, they will be given the aption to report the number as or if a message they sent has contained a mistake,
'Evaryona! My Contacts and Nobody/ We suggast selacting My spam directly inside the chat. They can also raport a contact or they can delete it, To do this simply tap and fioid on
Contacts or Nobody to ensura their profile is protacted. 2 gz:'?up a5 s;am detiR e fcl‘owmg Sepsd Qﬁefz s ;:mt, tite message, chovse ‘Delate! and then Delots for <
i f}o?ri;?;nve;}‘iz?; ::gxgg:::&zﬁennl e:ﬂp;e :1 . everyone. The app allows seven minutes to detete the
EXPLAIN HOWTO BLOCK PEOPLE : : & Beporkspam, message after ithas been sent, but itis important to
S0 =il s racaliiat b ot ot natee LE AV E A G R 0 U P remermber that recipients may have seen and screenshot a

messaqe before it was daleted.

messages, calls or attachmients from a contact,

they should bfock them. Messages and status
updates sent by a biocked contact will not

show up on the phone and will stay

Hiyour child is part of a group chat that makes them fea!
uncomfortablie or has been added to a group they den'‘twantto
be part of use the group s settings 1o show them how to lsave.

If someone exits a group, the admin can add them back in once, SET TfME LngTS 5
undelivered. Blocking someone will not i they jeave again. they cannot be added again. A 2017 study found that by the age of 14 the average child
remove this contact from the contact list - will have sent more than 35,600 texts, 30,000 WhatsApp

they will need o be removad from the phone’s US’ NG L! VE LOCATH)N SA F E LY messages and racked up more than thrae sofid weeks of

addyass book, To block a contact, your child

If your child nasds to use the Live Location’ faatire to share video chat. Althoughiitis inevitable that your ehild will usa
neads to open the person's chat stream and ¥ e ¥ ; ¥ technology, you can still sat boundaries. This 1s not easy,
L with you or a friend, advise them 16 only share it for the amount iy si R
tap onthe settings. of time they need to. WhatsApp gives the aptions of either 15 SERSetty e eenatse thet davices fof both
% x 7 Ll sthoolwork and free time, often simultartecushy,
minutes, ane hour or eight hours. However, your child can

: choose to stop sharing at any time,

. h
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